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[To npodunakTuke MOIIEHHUYECTB

VBakaemslii Oner ['eHHanbeBuy!

MHHHCTEPCTBOM BHYTPEHHUX el no PecrnyOnuke Ampirest MpoaosbKarTCs
MEpOIPUATHA 10 MNPOQHUIAKTHKE BCEX BHUJIOB MOIIEHHHYECTB, COBEPIIAEMBIX C
UCII0JIb30BAHUEM CPECTB COTOBOM CBSI3U U ceTh «HTepHeT».

HecmoTpss Ha npuHMMaemble  Mepbl, Ha TEPPUTOPUU  PeCIyOJHKH
MPOJIOJIKAETCS €KeJHEBHAs perucTpalus NpecTyIieHUui yka3aHHOW kateropuu. Ha
YJIOBKM  MOLIEHHMKOB  3a4acTyl0  [OMNAJalTCs  ClyXKallhue  Pa3IHYHbIX
rOCY/apCTBEHHBIX W MYHUUMNAIbHBIX YUPEKIACHUH (y4YUTeNs, MEIULMHCKHE |
couualbHble PadOTHUKHM, U T.J.), @ TaKXKe JIOAW NMEeHCHOHHOIO BO3pacTa, KOTOpbIE
y’Ke ObUIM OCBEIOMJIEHBbl, HO HE NPHUAAIU TOJy4YeHHOW HHPOPMALMH CEPLE3HOIO
3HAUEHMUSI.

C yueroM wu3lI0OXKeHHOro, mpomry Bac Ha cucTeMHOW OCHOBe 00€ecrneduThb
NPOBEJICHUE TNPOPHUIAKTUYECKUX MEPONPUSITUH C MYHHULMMATBHBIMU CIIy)KAIUMH
OpraHM3alMi W Y4YpeKIEHHH, B 4YaCTH I[OBTOPHOINO WH(GOPMHUPOBAHHUs TpakaaH O
Mepax 3allMThl OT Pa3JIMYHbIX BHUAOB MOILIEHHHYECTB M OCHOBHBIX Mepax
MPeJOCTOPOIKHOCTH C IOCIIEAYIOIHUM PaCIPOCTPAaHEHUEM UMY JaHHOW HH(POPMAIIUK
IIyTEM pACCBUIKK CBOMM POACTBEHHMKAM M 3HAKOMBIM B JIMYHBIX Tpymnax
nomnyaspHbIX MecceHkepoB (« WhatsApp», «Telegram» u T./1.) U colMaIbHBIX ceTei
uHTepHera («OnHoknaccHukn», «BKonrtakrey, «Instagram», «Facebook» u T.1.), a
TAK)K€ INOCTOSHHOE IPOBEACHHE NaHHOW pabOThl C MECTHBIMU KHUTEISIMH B XOje
OCYILIECTBJICHUS] UMU MTOBCEJHEBHOM CITyKE€OHOH AesATeIbHOCTH.

[Ipunoxenue: - unGopmarus no NpoPuIAKTUKE MOLICHHUYECTB Ha 7 JINCTAX;
- namsTKa (IByXCTOPOHHSIS) Ha | JucTe.
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Bp#xo munucTpa : M.U. Tarocranrenos

Ucn.: M.3. buxes
Tel.: 59-61-89
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Nudopmauus
0 HauboJiee pacnpoCTPAHEHHBIX BHAAX MOIIEHHINYeCTB B cdepe HHPOPMANMOHHO-
TECJICKOMMYHHKAIHOHHBIX TEXHOJIOTHIl 1 OCHOBHBIX Mepax nmpeaoCToposKHOCTH

OCHOBHBIE CXEMbI MOIIEHHUYECTB:

«BAIITA KAPTA 3ABJIOKUPOBAHA»

bankoBcKas Kapra — 3TO MHCTPYMEHT JUIs COBEpIICHHs IUIATEXEW M J0CTyma K
HAJIMYHBIM CPEJICTBAM Ha CY€Te, He TpeOyIoWMi Ui 3TOro NpUCYTCTBUSA B Oanke. Ho
MPOCTOTa HCIOJL30BaHUSA OaHKOBCKMX KapT OCTaBISET MHOXECTBO JIa3eeK I
MOIIIEHHUKOB.

KAK 3TO OPITAHHU30BAHO:

Bam mpuxomsar coobumenus ciemyromero xapakrepa: «Bama GaHKOBckas KapTa
3abnokuposana. Hudo mo Tenedony..» «Omepauuu mno kapre No........
npuocranoBjensl. Ilogpobnee mo nomepy tesedona....». B coobimenusx npemaraercs
OecruiaTHO O3BOHUTH HA ONpE/IeICHHBI HOMEp ISl [OJIy4eH s 0ApOoGHOi HHPOPMALHH.

HA CAMOM JEJIE IIPOUCXOJHT CIIEAYIOLIEE:

Mormrennuku ocymectBisnor CMC - pacchulKy Ha pasiuuHble HOMEpa Teae(pOHOB U
Kyt 3BoHKa. Korza Bl 3BoHMTE N0 yka3aHHOMY TenedoHy, Bam oTBeyaeT MOIIEHHUK,
KOTOPBIN MPEICTABISAETCA COTPYIHUKOM CITyKOBI 6€30MacHOCTH GaHKa U MO pa3IMYHBIMH
npeioramu (pas6J0KMpOBKa KapThl, OTMEHA MOJJO3PHUTENIBHBIX ONepanuii mo Bameii kapre,
KOTOpBIX BBl He coBepiianu, BO3BpaT NEHEXHBIX CPEJICTB, MOXUINCHHBIX ¢ Bamel KapTel
MOIIICHHUKaMH, cOOi 0OC/Ty)KMBaHHs KapThl U Ipodee) MBITACTCS BBIACHUTH Y Bac HoMep
KapThl ¥ IapoJIx J0CTyMa, noctynaimux B CMC onoBeImeHusx.

KAK IIOCTYIIATh B TAKOH CUTYAI[UH:

[IpenynpexxiaeM: HUKOMY M HH TpPH KakKuX OOCTOATENbCTBAX HE cooOImaiiTe
pexBusutsl Bameit kaptel, IIMH-kox, ogHOpa3oBele mapoiu 10CTyna, KOTOpE TPUXOIAT
Ha TeNe(OH M MO3BOJIAIOT BONTH B MOOHIBHBIN OaHK, a Takke LUQppPHl, yKa3aHHBIE Ha
obopotHeii cropone Bameii kapTs1 (CVC2, CVV2 koxsi)! Hu omHa opranuzamus, BKIIOYas
Oank, He Brpase TpeGoBath Bam ITMH-kox! OtHocurech k [TMH-Komy Kak K KIIO4y OT
ceiipa ¢ Bammmu cpencrBamu! Henbsst xpauuts [TMH-Kox psamoM ¢ KapToii U TeM Gonee
3anuceiBath [IMH-kox Ha He€ — B 9TOM cimy4ae Ber naxe He ycmeeTe 06e30mMacHTh CBOA
CY€T, 3a0JI0KHPOBAB KapTy Hocie Kpaxkd Win yTepu! EXMHCTBEHHO MpaBUIBHBIA HOMEp
Oanka ykasaH Ha 00OpoTHeii cropone Bameii kaptel. Jlis Toro 4to6bl yOGeauThCs, 4TO
BammM geHbraM HHMYEro He YrpoXkaeT JOCTATOYHO I[O3BOHHTH B KIHEHTCKYIO CIIyXKOY
MOAJEPKKU OaHKa WM 00OpaTUTHCS JIMYHO B OaHK.

Brumanue! Hu npu xaxpx o6CTOSTeNbCTBAX He coobuiaiiTe CBOM HapOIH HHKOMY,
BKJIIOYasl COTPYAHHUKOB baHka, He nepe3BaHHBaiiTe Ha HOMep MOOWJIBHOrO TenedoHa,
ykazaHHbli B moctynuBmeM CMC-coobmenun ot bBanka, He mnpegocTaBisiiTe
MHPOpMAIMIO O PEKBH3UTAaX KapThl (HOMEpE KapThl, cpoke ee neiictBus, I[IMH-koze,
KOHTPOJIbHOM HH(OPMALUH 110 KapTe), WK 00 OAHOPA30BBIX MApOJIAX, B T.4. IIOCPEICTBOM
HanpaByieHuss OTBETHhIX CMC-cooOuiennii, a Takke COTPYAHHKY OaHKa, He MPOBOIHMTE
yepe3 OaHKOMAT HUKAKME ONEPAIUH [0 HHCTPYKLHAM, TIOJYYEHHBIM IO TeIedOoHy.

Cneyuanucmel 6anKko6 HUK020a He 3aNPAUUEAIOM Y KIUCHMOS UHPOPMAYUI0 O
naponsx uz CMC, om unmepnem-b6anka u cepuiinbiii KOO Kapmol, Max Kax UM MU C8eOeHUs.
U Max u36ecmHol.

«HOBBIA BUJI MOIIEHHUYECTBA»

OTO MOIIEHHUYECTBO OCHOBAHO Ha BO3MOYKHOCTH IIOJMEHSTH J1I000i HoMep TenedoHa
Npd 3BOHKE C ip-TenedoHHH. BaM MOIryT IO3BOHHMTE ¢ HOMEpa BaIIero OJM3KOrO H
COOOMUTh, YTO OH momajd B Oedy (WiIM, HampuMep, 3aJepskKaH IOJULMEH) W Ha4aTh
TpebOBaTh JEHBIH, IS PELICHHS Bompoca. MOryT mo3BOHMTE ¢ TeledoHa Balero 6aHka u
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IIPEACTaBUBIIMCH COTPYIHUKOM CIIY>KOBI 0€30IMaCHOCTH BBIMAHUTH JAaHHbIE Baiueil kapTel,
paccKaszaB, HalpuUMeEp, O B3JIOM€ Balleld KapThl M MOIBITKAX HECAHKIMOHUPOBAHHOTO
CIMCAHMS ICHEKHBIX CPEJICTB, @ [IOTOM VXK€ Y3HATh Y BaC BCIO HYXKHYIO HH(bOPMAIIHUIO.

[Toxxanyiicra 3annoMHHUTE, MOIIEHHUKH MOryT noacraButh JIOBOU Homep. Eciu BBI
BUJIMTE IIPU BXOALIEM 3BOHKE HOMEp Ballero 0OaHKa, CTPaxOBOM KOMIIAHUM,
rOCyIapCTBEHHOM OpPraHu3allvu, apyra win poacrBeHHuka, 370 HE O3HAYAET, yrto Bam
3BOHUT JICHCTBHUTEIIBHO TOT, Y€ 3T0 HOMep. BynbTe ocToposKHBI!

KAK IIOCTYIIATh B TAKOH CUTYAI[HH:

[leppoe u camoe IiIaBHOE MpPABWIO — MpepBaTh pasroBOP M CaMOCTOSTENHHO
NEPe3BOHUTh Ha abOOHEHTCKMI HoMep OIHM3KOro uenoBeka. Eciu TenehoH OTKIIOUEH,
MOCTapaTeCh CBA3ATHCSA C €ro KOJJIEraMH, JPY3bSIMHU M POJCTBEHHHKAMM Ul YTOYHEHHS
uHpopMalmu. B ciyuanm eciy 3BOHIIM CO CTallMOHAPHOTO HOoMepa TejiedoHa GaHKa, I
TOr0 YTOOBI yOEeaUThCs, 4TO Bammm neHpraM HHYEro He YrpoKaeT JOCTaTOYHO ITO3BOHUTH
B KIIMEHTCKYIO CIIy Oy NOJIep:KKH OaHKa WIH 0OpaTHTHCS JTMYHO B OaHK.

«YIAJEHHBIA 1OCTYII»

OT0 KOrma JKepTtBa B TEIe(OHHOM DEXHUME, IOA DPYKOBOACTBOM MOIIEHHHKOB
YCTaHOBHJIA MPWJIOKEHUE M MPEJOoCTaBWIa 3JI0YMBIIUICHHUKAM VIAJIEHHBIA TOCTYI K
MOOUIIBHOMY YCTPOWCTBY, M TEM CaMBIM JAIOT BO3MOXKHOCTH OECIIPENSTCTBEHHO 3aBJIaJIeTh
NePCOHATBHON HH(pOpMaLKell M B IOCIEAYIONEM I[OXHUTHTH JEHBIH CO CYETOB Yepes
MOOMJIBHBIN OaHK.

KAK 3TO OPITAHHU30BAHO:

IIpecTynHUK mNpeAcTaBiIsIeTcs COTPYAHUKOM OaHKa M COOOIIAaeT O BBISBICHUU
BPEJIOHOCHOTO MPOrpaMMHOro obecrieueHus Ha MOOWIBHOM VCTPOMCTBE KJIMEHTA.
CooOwraer, 4To IS €ro ycTpaHeHus HY)KHO IIPEIOCTaBUTh AOCTYII K YCTPOMCTBY. YKepTBe
HEOOXOMMO CKayaTh Ha MOOWMJIBHBIM TeinedhoH mporpaMMy VIAJIEHHOrO JOCTYIa —
TeamViewer, Anydesk wim apyryioo, Imocie YCTaHOBKU JDKECOTPYIHHK OaHKa IPOCUT
KJIMEHTa Ha3BaTh KO, 0TOOpa)kaloImuiics B NPWIOKEHUU. MOIIEHHUK BBOJMT 3TOT KOJI B
IIporpaMMy Ha CBoeM ycTpoicTBe. Ilociie TOro kak »xeprBa MPENOCTaBISET BCE
Pa3pelICHUs, 3JIOYMBILUIEHHUK I10Jy4aeT TNOJHBIHA JOCTYIl K [EPCOHAIBHBIM JaHHBIM
MOOMJIBHOTO YCTPOMCTBA B TOM YHCJIE M K JIMYHOMY KaOWHETY MOOMILHOrO 0AHKA, U OT
JUIa JKePTBBI OCYLUECTBIISIET ONEpaluyd IT10 OaHKOBCKHUM cCYeTaM, B TOM YHCJIE HMEET
BO3MOKHOCTb O(DOPMIICHUSI OHJIAITH 3asIBKH U B IIOCJIEIYIOIIEM TTOTYUEHHUS KPEIUTA.

[TooTOMy HYKHO 3allOMHMTB, YTO HACTOSINHE COTPYJHMKM OaHKA HHUKOTIA HE
HOIPOCHT:

¢ CoOOIIUTE UM KOJI IIOATBEPIKICHHUS ONIEPALH.

® YCTaHOBUTH IPOrpaMMbl Ha MOOMIBHEIH TenehoH, TeM Gonee ¢ hyHKIueH
yIaJIEHHOr 0 JOCTYIIa.

ellepeBecTr Min yepe3 6aHKOMAT BHECTH BalllM J€HBIU HA CYETA TPETHUX JIUIL.

«POJCTBEHHUK B BEJIE»

KAK 3TO OPITAHH30BAHO:

Bam 3BOHAT ¢ He3HaKOMOro HoMepa. MOIIEHHUK TPECTaBIsAETCS POJICTBEHHUKOM
WA 3HaKOMBIM U B3BOJHOBAHHBIM TOJOCOM COOOINAET, YTO 3aAEPXKaH COTPYTHUKAMH
TIOJIMIIMH 32 COBEPIICHUE TOTO UIM UHOTO MPECTYIUICHHS.

Oto moxer ObiTh JITII, XpaHeHue OpyKWs WJIM HApKOTHKOB, HAHECEHHE TSDKKHUX
TEJIECHBIX ITOBPEXICHUM U Jaxke yOUNCTBO.

Jlanee B pasroBop BCTymaeT sIKOOBI COTPYAHUK momuiuu. OH YBEPEHHBIM TOHOM
coO0IIaeT, YTO yXK€ HE pa3 MOMOTANl JIOMIM TakuM oOpasom. J[s pelieHHs BOMpoca
HE00XoMMa Ompesie/IeHHas CyMMa JIeHeT, KOTOPYIO CJIEAyeT MEPEYUCIUTh Ha CYeT JUO0
IIPUBE3TU B OTOBOPEHHOE MECTO M IIEpEIaTh KAKOMY-JTUOO0 YEIOBEKY.

HA CAMOM JIEJIE ITPOUCXOJHUT CIEYIOLIEE:
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B opranuzanuu o6mana no tenedoHy ¢ TpeOOBaHMEM BBIKYIIA YYaCTBYIOT HECKOJIBKO
npectynHukoB. HalOupas TenedoHHblE HOMepa HayrajJ, MOIIEHHUK HPOU3HOCUT
3aroTOBJIEHHYIO (pa3y, a Jajee AeHCTBYeT IO o0cToATeNbcTBAaM. MOIIEHHUKH CTaparoTCs
3aIyraTh JKEpTBY, HE JaTh €l OINIOMHUTHCS, MO3TOMY BEIYT HENPEPHIBHBIA Tene(OHHBIX
pasroBop BILIOTH JI0 MOJIyYEHHUs JEHET.

KAK IIOCTYIIATh B TAKOH CUTYAIL[HH:

ITepBoe u camoe ri1aBHOE NPABUIIO — MIPEPBATH PA3rOBOP U MEPE3BOHHUTH TOMY, O KOM
uaET peus. Ecin TenedoH oTKIIOUEH, mocTapaiiTech CBA3aThCS C €ro KOJUIeraMu, Ipy3bIMU
¥ POJACTBEHHUKAMHU JUIsl yTOUHeHHs MHopManuu. Cienyer MOHMMATh: €CIM HE3HAKOMBIi
4eJIOBEK 3BOHUT BaM u TpedyeT B34TKy — 3T0 MOLIEHHUK. Eciu BBl pasroBapuBaere, KOObI,
C IPEACTAaBUTENIEM IIPAaBOOXPAHUTEIBHBIX OPraHOB, CIPOCHTE, M3 KAKOTO OH OTICIICHHUS
nonuu. [locne 3BoHKa cienyer HabpaTh «02», y3HaTH HOMEp AEKYPHOM 4acTH JaHHOIO
OT/EJIEHHsT W IIOMHTEPECOBAThCS, NEUCTBUTENBHO JIM POJACTBEHHUK WJIM 3HAKOMEINA
nocrasiieH Tyaa. OOpalaeM Ballle BHUMaHHE Ha TO, YTO TpeOOBaHHE B3ATKH SIBJISIETCS
IPECTYIUIEHUEM.

«KYILIA-IPONAYXKA TOBAPOB B MHTEPHETE»

Ouyenp GospIIOE paAcIpOCTpaHEHHE B TOCIEIAHEE BpeMs IPUOOPENT TaKoW BHJ
MOILIEHHMYECTBA KaK OOMaH MOKyNaTeNls WIM MpOjAaBlia, MPH COBEPIICHHH CIHEIOK 4epes
Pa3JIMYHBIC UHTEPHET — CaThHl. IIpu coBeplieHMH JaHHOrO BUAA MOIIEHHHYECTBA MOTYT
OBITH MCIIOJIB30BaHbl Pa3IMYHBIE CONUAJIBHBIE CETH, TPYNIB M HHTEPHET-Mara3uHbl,
OCHOBHOM IICIIBIO IPECTYNHUKA SABIAETCA IOJMydyeHHe HHGOpMAlMA O KapTe, JUIs
3aBjlaJicHus BamuMu neHsramu.

KAK 3TO OPITAHH30BAHO:

Bel pasmemaere oObBsBIEHME Ha KakoM-THOO caiiTe O mpogaxke ToBapa. Bam
TIOCTYIIA€T 3BOHOK OT AKOOBI IIOKYIIaTeNs, KOTOPhIH cO00IIaeT 0 rOTOBHOCTH KYITUTh TOBAp.
[Ipu 5TOM N0/ pa3IMYHBIMU NPEIOraMy, HallpUMep, VIS 3a4UCICHHS 3a0aTKa WX IIOJTHOI
CTOMMOCTH TOBapa, BhIACHAET y Bac Homep kaptel u CVC-Kol, pacmojiOXKEHHBIM Ha
000pOTHOM CTOpOHE OAHKOBCKOI KapThl, CPOK €ro AeicTBHs, JHOO NPOCUT COOOIIUTEH
Napojav W KOJbl A0CTyma, moinydyeHHsle B CMC — cooOuieHud, 4To AacT MPECTYIMHHUKY
BO3MOXKHOCTB ITOJIYYUTh JIOCTYI K Bammum cueram.

Hpyroii npumep: Bel BcTymaere ¢ mHpomaBLOM B IIE€PENUCKY MM 3BOHHUTE 110
TenedoHy, jkenas KylmuTh MHTEpecyeMblil ToBap. IIpecTynHuk B xoxe Gecesl cooOmIaer,
4TO JUIA OTHpaBKH ToBapa Bam He0OXOOMMO OIUIAaTUTh €ro MOJHYH (4aCTHYHYIO)
croumocth. Ilocie mepeuncieHds OEHEKHBIX CPEACTB Ha abOHEHTCKHE HOMepa,
OaHKOBCKHE KapThl, JMOO 3JIEKTPOHHBIE CYETA, MPECTYIHUKH CKPBIBAIOTCSH, HE BHIMOJHSIS
CBOHU 00513aTeIbCTBA. .

KAK IIOCTYIIUTh B TAKOH CHTYAITHU:

OrnuraynBaiiTe TOBap TOJBKO IMOCJIE TOrO Kak BEI ero moiyuwiu Ha moyre wWid yepes
KypeepcKkyro cinyx0Oy. Hukorna me coobumraiire pexsusutsl kaptel, [TMH-kox u maponu
noctyna uz3 CMC — cooOrieHwmiA.

BBl 0JOKHBI 3HaTh, YTO NOKYyNaTeNlb, KOTOPBI TOTOB OIUIATHTH TOBAp, AaXKe HE
YBUJICB €ro, SBJIIETCS MOLIeHHMKOM. He cornamalitech oriaymBaTh TOBapbl M YCIyrH
myTeM O€3HAJIMYHOIO pacuera JAaxke yepes sIKOObI OpHIHaIbHBIE HHTEPHET-CANTEL

«B3JIOM CTPAHMIIBI B COIUAJIBHOU CETH»

Emme oauH pacnpocTpaHeHHBIH B/ MOIICHHHYECTBA, Ha KOTOPHIM MoMajgaercs, Kak
IPaBUJIO, MOJIOJIO€ TTOKOJICHHE.

KAK 3TO OPITAHH30BAHO:

IIpectynHuk IyreM B3JIOMa HOJNy4YaeT NOCTYN K CTpPaHUIE Bammx 3HAKOMBIX,
POIICTBEHHUKOB WM Jpy3el B conuansHoi cetn (BKonTtakTe, OnHOKIACCHUKA # T.1.). OT
UMCHM Jpyra, pOJCTBEHHMKAa WJIM 3HaKoMoro Bam mpuxomur cooOmieHue ¢ Mpoch0oif
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3aHATH JACHBIU B JOJT, JUOO MOJ pa3lIWYHBIMU NPEIOraMy BBISICHSIOT peKBU3UTH Baiei
KapThl, maposu u kogsl W3 CMC-cooOmenwmii. Ilocme Toro kak Bl coobmunu
NPECTYIHUKAM PEKBU3UTHI CBOCH KapThl U IAPOJIM OHHU MOJIyYaeT JOCTYI K BammiMm cuetam.
KAK ITOCTYITIATh B TAKOH CUTYAI[HH:
Cnenyer cBs3aTbcs CO 3HAKOMBIMU WJIM POJICTBEHHHKAMH IO Tele(OHY U BBISICHUTH
JNEHUCTBUTENBHO M UM Hy)Ha mnomouis. Hu B koem ciiyyae He cooOuiaiiTe peKBU3UTHI
Bameit 6aHKOBCKOI KapThl.

«BPEJOHOCHAS ITPOI'PAMMA (BUPYC)»

B nanHOM cityyae NpECTYITHUKU HMCIIOAB3YIOT BPEIOHOCHYIO IIPOTpaMMy, Kak Criocoo
3aBnafieHus Bamwmmu neHsramu. JlanHas mporpamMma yCTaHaBIMBaeTcs Ha Telne(OH INpH
nonyyernu CMC nnu MMC cooO1ennii ¢ pa3TuuHBIMU CCBUIKAMU, a TaKXKe MPH BXOJE Ha
pasinyHble caiThl B MHTEpHETE. Oco00 ciexyeTr oOpaTuTh BHUMaHUE HA TO, YTO MOJOOHEIE
COOOLIEHUS MOTYT IPUXOAUTH OT 3HAKOMBIX, POJCTBEHHUKOB, KOTOpBIE 3aMiCcaHbl B Bareit
TeJae()OHHONM KHUTe, a TakkKe B COOOLIEHUSIX MOXKET OBITh yKa3aHO Baime ums win apyrue
IIEPCOHAJILHBIEC JaHHBIE.

KAK 3TO OPI'AHH30BAHO:

Ha tenedon aGoneHTa mpuxoguT cooOIIEHWE CleAyrolnero Buaa: «BaM MpHILIO
MMS-coobmenune. [lnd monydeHus MNOpOWIAMTE MO CChUIKE..». Mmu apyroit mpumep
«Anexcei, npuset! Brinoxuina Hamu Gotorpaduu 31€ck. ..., nocMoTpu». [1pu nepexone 1mo
yKa3aHHOMY aJipecy Ha Tene(bOH CKauuBaeTcs BUpyc. JInbo 3apakeHne MOXKET IPOU30UTH
TPH TIOCCIICHUH PA3IMYHBIX CAUTOB B MHTEPHETE.

KAK ITOCTYIIATH B TAKOH CHTYIIHH:

Crenyer ycTaHOBUTH Ha TeleOHE AaHTHBUPYCHOE NPOrpaMMHOE obecredeHue, He
CIElyeT OTKPBIBaTh COOOILICHUS C BIIOKEHUSMH, NIEpe3BAaHMBATH Ha HOMEpP, YKa3aHHEBIN B
TIOJIy4EHHOM COOOIIEHUH.

«OIUBOYHBIN NEPEBOI»

KAK 3TO OPIrAHH30BAHO:

Bam npuxoautr SMS-coo61eHre o nocTyIieHn: CpeacTB Ha cdyeT. Cpa3sy mociie 3Toro
IIOCTYIIa€T 3BOHOK OT MOILIEHHHMKOB, KOTOpBIE H3JIaraioT JIET€HAY, YTO OHH II0 OIIMOKE
IIEPEBEIIM IEHBIU U NIPOCST UX BEPHYTh.

HA CAMOM JEJIE IIPOUCXO/JHUT CIEAYIOIIEE:

MoleHHHKY TBITAIOTCA TaKUM 00pa3oM 3aBianeTh Bammmu gensramu. EcrecTBeHHO
HUKaKo# ommbKu He Ob110. Jlener Bam He npucsLany.

KAK ITOCTYIIATh B TAKOH CH T.VALIHH

Coseryem Bam He moamaBaThest Ha oOMman. Ecnu Bac mpocsT mepeBecTH, sKOOHI,
OIIMOOYHO NEPEBENEHHYIO CyMMY, HAIIOMHHUTE, YTO JJIS 3TOTO UCIIOIB3YETCS YeK.

«CMC-ITPOCBFA O ITOMOIIIN»

CMC-coo0mmeHusl MO3BONSAIOT YHPOCTHTH CXeMy oOMaHa 10 TeiaedoHy. Takomy
BApMAHTy MOLICHHUYECTBA OCOOEHHO TPYAHO IPOTHUBOCTOATH IMOXKHIBIM HIM CIIMIIKOM
IOHBIM  BiajenslaM  Teae@oHOB.  JIONMONHUTENBHYIO  OMACHOCTh  MPENCTaBIISIOT
YIIPOCTUBIIHUECS CXEMBI TIEPEBO/Ia ICHET Ha CYET.

KAK 3TO OPITAHH30BAHO:

AOGOHEHT moslyyaeT Ha MOOWIBHEINA TenedoH coobmenue: «Y MeHs Mpo0JeMbl, KHHb
900 pyGuseii Ha 3TOT HOMEp. MHe He 3BOHH, NEPEe3BOHIO camy». Hepeako moOaBisercs
o0paiienue «Mamay, «Ipyr» | T.JI.

KAK ITOCTYIIATh B TAKOH CHTYAI[HH:

Cnenyer 3amoMuuTth, yto Ha CMC ¢ HE3HAKOMBIX HOMEPOB pearkpoBaTh HENb3s, ITO
MOTYT OBITh MOIIEHHUKH.
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«CAUT-IBOVMHUK

KAK 3TO OPTAHH30BAHO:

IIpecTynHuK co31a€T (MCHONMB3yeT) CaliT, aapec KOTOPOro U BHENIHEe O(GOPMICHHE
CTPaHULb! MACHTHYHBI OUIHMATBHOMY CaliTy, HampuMep, caiiTy Gauka. Jlajee POUCXOIUT
pacchlika COOOIICHNH MOTEHIMANBHEIM XKepTBaM. Eciu Bl ocyIecTBHTe BXOI Ha «CalfT-
ABOMHUKY», TO OH NPEIOKUT BaM, BBECTH CBOM JaHHBIE U BXOA B «JIMYHBINA KaOMHETY
0aHka (JIOTMH U TapoIib), KOTOPHIMH M MOTYT BOCIIOIB30BAThHCS 3JI0YMBILIIEHHUKH JIS
NOJNy4eHus nocTyna K Bamwim cueram. Jpyroit mpumep: HpecTYNHHK CO3MaeT CaiT-
JBOWHUK, OTJMYAIOUIMICA OT OPUTHHAIIBHOTO caiiTa peKkBH3UTaMu. Bl xesas COBEPIIUTH
OKYTIKY Ha TaHHOM CalTe Yepe3 UHTEPHET, OIIAYUBAETE CTOUMOCTH TOBAPA, JIN6O BHOCHTE
TIpE/I0IIaTy, MOCIC Y€ro NMPECTYNHUK yIalsAeT CaiT, a yKa3aHHbBIC TeJIe(hOHBI CTAHOBSITCS
HEIOCTYITHBIMH. .

KAK IIOCTYITHTb B TAKOH CUTYAI[HH:

I'1aBHas 1enb MOIIEHHHMKOB — 3TO JIOTUHEI M NAPOJH, a TAKKE JIAHHBIE GAHKOBCKIX
kapT. ClieqlyeT 3amoOMHUTb, YTO HH OJMH CEPBhE3HBIIl UHTEPHET-CEPBUC HHUKOTJA HE
pacChUIaeT MUCbMa C MPOCh0aMM O BBOAE JIOTMHA, Iapojd M JIMYHBIX JAHHBIX CBOMM
kaueHtaM. Crienyer oOpamaTh BHUMaHWE Ha yBeIOMJIEHHS Bamero Opaysepa, eciu
MMECTCA  NIPEAYNPEKICHAE O Iepeajipecallid Ha CTOPOHHUII pecypc, HE CIENyeT €ero
UTHOPHUPOBATH!

«KOMITEHCAIINS 3A HEKAYECTBEHHBIN TOBAP, YCJIYT'V»

XKepTBamu 1aHHOTO BHJIa MOIICHHUYECTBA, KAK TIPABHIIO, ABISOTCS MOKIIIBIE JIOH,
NCHCHOHEPEL. B naHHOi cxeme, Kak MpaBMIIO, NEHCTBYET MpecTymHas IpyIa, YYaCTHHUKH
KOTOPOH MOTYT HpEICTaBIAThCS COTPYAHHKAMH TOCYJAPCTBEHHBIX OAHKOB M BEJIOMCTB
(Uentpansnoro banka P®, CiencTBeHHOro Kommrera, ITpoxypatypsr). Ilpecrymuuk
OCYIIECTBIISICT TEIC(OHHBIM 3BOHOK HAa HOMEp IOTEPNEBIIEr0 W COOGIIAET, YTO emy
TIOJIOKEHA  KOMIICHCAllMA 3a paHee MNPUOOPETEHHbIE HEKAYECTBCHHBIE TOBApHl, TAK
HaspiBaeMble BAJIbI, 160 OKa3aHHEIE YCIyIH, IpH 3TOM IS HOJNYYCHHS KOMIICHCAITUHM
HEOOXONMMO 3aIUIaTUTh ONpPENCICHHYI0 CYMMY (KOMHCCHIO, HAJIOT, NOLIUIMHY, OIUIaTa
ZI0CTaBKH, pa30JIOKUPOBKA SUEHKH [T 33UUCIICHIS KOMIIEHCAIIUY H [IpoUee).

Jlpyroii mpuMep MONIEHHNYECTBA: IPECTYNHUK OCYIIECTBIAET 3B0HOK IIOTEPIIEBIIEMY
H, IPEACTaBIISSACh COTPYAHUKOM IIPaBOOXPAaHHUTENBHBIX OPraHOB, COOOINAET, YTO CueTa
KOMIIaHUH, B KOTOPOH paHEe MOTEPNEeBIIMI MOKyNal NPOAYKIMIO apecTOBAHbI W
3aMOPOJKCHBI M €My TIOJIOJKEHa KOMIICHCAlUs, I MOJYYeHHs KOTOPOi HEeoOXOIuMO
3aIlIaTUTh OMpPENCNCHHYI0O CyMMy JeHer. [locie Toro kak moTepreBiumii mepeumciser
HEOOXOIMMYIO CYMMy JIEHET, IPECTYITHUKH MPOIODKAIOT 3BOHHUT €My U IIOJ pa3IuIHBIMU
NPEAToTaMy NPOCAT ACHBI'M HEOOXOAUMBIE IS BBIILIATHl KOMITEHCAIH.

HIO/THITHA ITPH3BIBAET He nepeBOMMTb ACHBIU HA COMHUTCIBHEIE CUETA IO
npockbe HesHakomieB. ITOMHATe, ecluM B3aMeH OGCIIAHHON KOMITCHCAIMH Bac IIPOCSAT
3aIIATUTb HCKOTOPYIO CYMMY B KaueCTBE HAJIOra, KOMUCCHH WX OILIATHTH IIPOYHE YCIyTH,
TO BaC MbITAalOTCA oOMaHyTh. HeszamemmurensHo oGpamaiitecs B IIPaBOOXPAHUTETHHBIE
OpraHbl ¥ COOOLIMTE O JaHHOM (hakTe.

«bPOKEPCKHE KOHTOPBI»

Jlist Toro, 4TOGBI HE MOTEPATH CBOM NEHBIH pu BEIOOpE OPOKEPCKOM KOMIaHUH
HEOOX0oaMMO 00pamaTh BHEMaHME Ha CIETYIONIHE [PH3HAKY, KOTOpBIE XapaKTepPH3YIOT
KOMNAHHIO-MOUICHHUKA:  OOCIIaHKE BBICOKMX IPOLEHTOB, OTCYTCTBHE DETHCTPALIHH,
obemanue cTabUITbHOM IPUOBLITH HOBUYKAM- Tpeiaepam.

ITepen Tem, Kak XOBEPUTH CBOIT KalUTal, BHUMATEIBHO H3yUNTE HE TONBKO UHTEPHET-
PECYPCHI, HO M OpHIMATBHYIO HHYOPMALKIO 0 GPOKEpE U ero perJlaMeHr.
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BAKHO! TlomHuTe, 4TO MHBECTUPOBAHKE, MpEIaraéMoe Ha yCIOBHIX OpPOKEepCKOit
KOMIIaHUM, BCErJa sBJISAETCA BBHICOKO PUCKOBAHHBIM JaX€ IpH HAIUYUU Oe3ynpeyHoit
pemyTrauuy OpOKepCKOH KOMITaHUH.

«KPUK O IOMOIIIN»

OmvH U3 caMBIX LHMHUYHBIX CIIOCOOOB XWINEHHUS ICHEKHBIX CPEICTB, SBIAETCS
BBIK/IA/IbIBA€Masl B COLMAJIBHEIX CETAX AyLIepasAUparolux UCTOpuilt 0 60prOe ¢ 00IE3HBIO
MaJIOJIETHUX O€Teil 3a Ku3Hb. Bpemsa uuér Ha yacel. CpouyHO HEOOXOIHMMBI OpOTHE
JICKapCTBa, onepanus 3a rpaHuiei u 1.4. [Ipocar oka3aTs HOMOIIs BCEX HEPABHOIYIIHBIX U
IIEPEBECTH ICHBI'M HA YKAa3aHHbBIE PEKBU3UTHI.

Mel He npusbeIBaeM OTKa3blBaTh B Iomomu BceM, kto mpocut! Ho! Ilpexne uem
ICPEBOAUTE CBOM NEHBIH, IPOBEPHTE - UMEIOTCS JIU KOHTAKTHBIC IaHHBIE [UIS CBA3H C
pomuTensiMu (pOICTBEHHUKAMH, ONEKyHamH) peOEHka. ITo3BoHMTe MM, HalauTe UX B
COIICETAX, NooOImaiiTech U yoenurech B 4eCTHOCTH HaMEPEHUIA.

VKa3zaHHBI CIHCOK HE SBISETCS MCYEPIBIBAIONINM, TaK KaK BO3MOXKHBEI HHEIE
criocoOBl ¥ BHIBI MOIIEHHUYECTB, a TakXKe UX U3MEHEHHE WM KOMOMHHUpoBaHUe. Bo Beex
Coy4asX oOpamieHus ¢ MOOWIBHBIMU yCTpoiicTBaMH, OaHKOBCKMMH KapTaMH W
KOMIIBIOTEPAMHU HEOOXOIUMO COOMIOAAaTh MEpHl MPEIOCTOPOKHOCTH, KOTOPHIE MOMOIYT
o0e3omacuth ce0sl ¥ CBOMX OJIU3KUX OT MOIIEHHUKOB.

Bol nonyuunu snekmponnoe coobuienue 0 mom, Ymo @bl GbLUZPANU RNPU3 U 6AC
npocam nepeeecmu 0eHb2U 0151 NOJIYYEHUS €20 NOJIYYeHUA?

HUKOI'J[A ne omnpaénaiime 0eHb2u He3HAKOMbIM JTUYAM HA UX 3JIeKMPOHHbLE CYEmA.

Ilomnume, umo eeposmnocmy GvlucpPAMb NPU3, He NPUHUMASL YYACMUSL € PO3bI2DbLULE
CMpeMUmMcs. K HYN0, a4 6epOAMHOCMb 6036pama OeHe2, NepeyUCNIeHHbIX HA QHOHUMHbBLLL
9/IeKMPOHHbIU KOULENIEK 3NI0YMbIUNCHHUKOS, U MO20 MEeHbULe.

Bol pewmuunu Kynumv 6 unmepHem-mazazuHe HOBbIII MOOUNbHGLI meNeoH,
HOymOyK unu (pomoannapam no npueneKamenvHou uyeHe, HO MA2A3UH RPOCUM
nepeuucaums npeoonaamy?

HUKOI'JIA ne nepeuucnsiime OeHb2U HA IeKMPOHHbIE KOULENbKU U CHemMa MOOUNbHBIX
menegoHos.

[ToMHUTE O TOM, YTO MHTEPHET-MAra3iH HE MOXKET NPUHMMATH OIUIATY 32 IOKYIKY B
Takoi ¢popme. Eciii Bac mpocAT OMmIaTHTh TOBAp C HCIOIb30BAHMEM TEPMHUHAJIOB SKCIIPECC-
OIUIaThl MJIM TEPCBECTH IEHBIM Ha JJIEKTPOHHBIA KOIIENEK, BEPOSATHOCTh TOrO, YTO BEI
CTOJIKHYJIUCh C MOLLICHHUKAMU KpaifHe BBICOKA.

Bot  nonyuunu cmc-coobwjenue o mom, umo eawia OQHKO6CKAA Kapma
3abnokuposana?

HHKOIJ]A ne omnpasnaiime HUKAKUX OEHENCHLIX CPedCmE No KOOPOUHAMAM,
YKA3aHHbIM 6 COObWeHUu, He nepe3sanusaiime Ha HOMep, C KOMOPO20 OHO NPUULNO, U He
OMNpaenAUme OmeemHuvLX CMC.

CampIM NpaBUIBHBIM DELICHHEM B JAHHOW CHUTyanud OYAET IO3BOHMTH B OaHK,
BBINTYCTUBIINIA 1 0OCIyKuBaroIumii Bamy Kapty. Tenedon GaHka Bl Haiinere Ha 060poTe
BallICH KapTehl.

Ha nexmponnoii docke o0vagnenuil unu 6 coyuanbHoll cemu 6bl HAWLAU Moeap,
KOmOpbLii MAK 001120 UCKAIW, U CHOUM OH HAMHO20 Oeuleelie Yem 6 OPyux Mecmax?

HHKOI'JIA He nepeuucnaiime Oenveu HA 1€KMPOHHbIE KOULENbKY, He YOeOUSUUCD 6
bnazonaodexcrocmu npooasya.

BHUMATENBEHO MOCMOTPUTE €r0 PEHTHHI Ha NOCKE OOBABICHHIl, MOYUTANTE OT3BIBBI
ApYTUX INOKyNaTeNIeH, noumure uHpopmManuo o HeM B cetd Unteprer. Ilomymaiite Han
TEM, [I0YEMy TOBAp NPOJAETCS TaK ACIICBO, y3HAWTE KaKUe rapaHTUH MOXKET MPEI0CTaBUTh
IpoJaBell.

Boi  xomume npuoGpecmu asuabunemsi, mypucmuueckue nymeexu, uepes
Humepnem?

HHKOI'JIA ne nonw3yiimecs yciyeamu Henpo6epeHHbIX U Heu38eCmHbIX Catimos.
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3akaxure OWIeTsl U TYpPUCTUYECKHE IIyTEBKM 4Yepe3 CalThl aBHAKOMIIAHUU WJIU
areHTCTBa, IOJIOKUTENIBHO 3apEKOMEHI0BaBIINX ce0s Ha peIHKEe. He nepeBoauTe 1eHbIH Ha
3JIEKTPOHHBIE KOIUEJIBKA WM 3apyOekHble cueTa. [Ipu BO3HMKHOBEHHH I0J03pEHUIt
oOpaTHuTeCh B IIPEACTaBUTENIHCTBO aBUAKOMITAHUY WJIU TYPUCTUYECKOTO areHTCTBA.

Bot nonyuunu CMC unu MMC coobujenue co ccoliKoll HA CKAYUEaHue OMKpPbIMKIU,
MY3bIKU, KADMUHKU UTU RPOZPAMMbL?

HHKOI JIA ne nepexooume no ccuiike, yKa3aHHOU 8 COObUeHUU.

ITomuuTe, 4TO, MEpPEIAA MO CCHUIKE BB MOKETE, CAMH TOTO HE T003peBas, MOIYIHThH
Ha TejeOH BUPYC WX OQOPMUTH NOJMUCKY Ha IUTATHBIE YCIYTH.

Jaxke eciu cooOLIEHNE NPUILIO OT 3HAKOMOTO BaM 4elloBeKa, yOeIUTeCh B TOM, YTO
VIMEHHO OH SIBJISIETCS] OTIIPABUTEJIEM.

Obugaemecs 6 unmepHeme u umeeme AKKaQyHmol 6 coycemsx?

HHKOI'JIA ne paszmewaiime 6 omkpblmom 00cmyne u He nepedasatime ungopmayuio
JUYHO20 XapaKkmepa, Komopas moxcem Ovimb UCNONb308AHA 80 BDEO.

OOwmenne B ceTH B 3HAYMTENIBHOH Mepe o0e3nnueHo, u 3a ¢oTtorpaduein mpoduis
MOXKET CKPBIBATHCSA KTO yroaHo. IIomHHTE O TOM, 4TO BUJEO M ayJUOTPAHCIISAIIUHN, PABHO
KaK M JIOTH Ballell CETEBOM NEPENHCKH, MOTYT OBITH COXpaHEHBI 3JI0yMBIILICHHUKAMHU |
BIIOCJIEZICTBUU MCIIOJIB30BAHbI B IPOTUBOINIPABHEIX IEJISX.

BYAbTE BAUTEJIbHBI — HE JIAUTE CEBSI OGMAHYTh!

ITomuure! Eciu Bel mnmm Bamm 6mu3kue crany jkepTBaMy MOLIEHHHMKOB WM Bbl
NO/I03peBacTe, YTO B OTHOIICHMM Bac IUIaHUpYIOTCS NPOTHBONPABHBIC ICHCTBUS —
He3aMeUIMTENbHO 00paTUTECh B ONIMKANIINIA OTIEN ITOIUIH.



L BKoHTakTe

o Tube ﬁ
MHWHHUGTERCGTBOMBHY;EPEHHHX: E@ﬂ
IIQFPE CITYBIIMKEPAVIBIGES! mnm

NOJRECIYOUIHKE
npenynpesxaciit
WHTEPHETE MOIIIEHHUKH!

=p SAIIOMHUTE CAMU u PACCKAXUTE BJIN3KUM!

'j KYILISA-TIPOIAXKA B3JIOM CTPAHHUIIbI B

¥ TOBAPOB B UHTEPHETE COLHUAJIBHBIX CETAX
MoueHHHKH C000IIAI0T, YTO FOTOBBI KYIIHTh MomeHHHKH MyTeM B3/10Ma MOJIy4al0T
(mpoaate) ToBap. [liisi ocymiecTBIEHHS JAOCTYN K CTPAHHIE BAIIHX POACTBEHHHKOB
CAEJIKH NPOCAT COOOIIHTH PEKBH3UThI HJIH ApYy3ei B couceTsix. OT MX HMEHH
0ankoBckoii kapTel, INH-koa 1 NPOCAT 3aHATH AeHbI'H JIHOO0
napoJib u3 CMC-coobuienns. s BBISICHAIOT PeKBH3HTHI Balei
J10 - OBMAH! He coobmaiire KkapTbl. 10 - OBMAH!

PEKBHU3HUTLI
0aHKOBCKHX
KAPT 4yKHM
JIOaAM!

CANT-IBOMHUK ®UHAHCOBBIE i\)

IIUPAMMUBI

MomenHHKH HCNOIB3YIOT caiiT, aapec
KOTOPOro u opopMieHHE HIEHTHYHbI
opuuHaATLHOMY CalTy, HAPHMep 6aHKa HJIH
no npoaaxe rosapos. He Toponurecs,
MNOYHMTANTE OT3BIBBI H He OCYLIECTBIsINTE
CAeJIKH, Yepe3 HeNpoBepeHHbIe CafThI.

MomeHHHKH MacCKHPYIOT pHHAHCOBbIE
NHPAMH/bI 10 HHBECTHIIMOHHbIE KOMIIAHUHT
HJIH KOMMep4YecKHe OPraHu3aluM, ¢ BbICOKOI
A0X0aHOCTHIO0. [ToMHHTE, YTO BJIOKHB AEHBIH
B COMHHTE/JIbHYI0 KOMIIAHUIO, BbI
cor/ialiaeTech ¢ ycJ10BHAMH o epbl M MOKeTe
NOTepsTh CBOH A€HbIH.

Bo3moikHbI HHbIE ciocoGbl i BuAbI Momennnyectsa. BYJIBTE b/IMTEJIBHBI!!!

Avrsmrems 02 ((02/112 = @ Mofmmen)



